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Abstract—We review two key mechanisms of the Biological immune system (BIS): costimulation and priming. Then we explain
the relevance of these two mechanisms for misbehavior detection
in ad hoc wireless networks. We argue that costimulation and
priming can not only increase the reliability and robustness of
misbehavior detection but also help increase the energy efficiency.
We conclude by giving an outlook on future research related to
the design of security protocols inspired by the efficiency of the
BIS.

I. I NTRODUCTION
The Biological immune system (BIS) [1] can efficiently protect its host against microorganisms such as viruses, bacteria,
fungi or parasites. The BIS consists of two integral parts: the
innate and the adaptive immune system. Whereas the innate
immune system can be found in living organisms ranging from
plants to vertebrates, the adaptive immune system can only be
found in more complex organisms such as jawed vertebrates.
These two parts of the BIS act in an orchestrated way when
an elimination of foreign microorganisms, or pathogens, is
necessary.
The undisputed efficiency of the BIS got quickly recognized
as a potent source of inspiration for the design of architectures
and methods aimed at protection of technical systems. Artificial immune systems (AIS) [2], the technical counterpart of
the BIS, emerged as a well recognized research area within
the field of computational intelligence.
Ad hoc wireless networks [3] can be described as an
extreme form of wireless communication. They are based on
wireless devices that, in many scenarios, are expected to have
limited energy, computation and memory resources. Additionally, they do not rely on any form of fixed infrastructure such
as wireline or base stations. Instead data packet routing is done
by any member of the network. Due to their infrastructureless
nature, ad hoc wireless networks are easy to deploy. This
comes however at an increased maintenance complexity.
Due to these restrictions, much research effort in the area
of ad hoc wireless networks was devoted to the design of
self-tuning communications protocols. In the following, we
concentrate on security aspects of protocols that benefit from
two basic BIS mechanisms: costimulation and priming.
This document is organized as follows. In Sec. II we present
the BIS and its mechanisms. In Sec. III we take a closer look
at the immunology of costimulation and priming. We also
formulate their computational interpretations. In Sec. IV we
review costimulation approaches know from literature. In Sec.

V we review a priming approach for inducing misbehavior
resistance in ad hoc wireless networks. In Sec. VI we provide
a further discussion of the reviewed approaches and sum up
the related research challenges. In Sec. VII we conclude.
II. T HE B IOLOGICAL I MMUNE S YSTEM
The Biological immune system is remarkably efficient in
correctly detecting and eliminating pathogens, and in choosing the correct immune response. When confronted with a
pathogen, the BIS relies on the coordinated response from
both of its two vital parts:
• the innate system: the innate immune system is able to
recognize the presence of a pathogen or tissue injury, and
is able to signal this to the adaptive immune system.
• the adaptive system: the adaptive immune system can
develop during the lifetime of its host a specific set of
immune responses.
For an immune reaction to occur, it is often necessary that
first, a cell has been classified as a pathogen and second,
this cell could cause some damage to the human organism.
This means that the BIS is only reactive with infectious
cells, i.e. with pathogens that can indeed cause harm [1].
The necessity of such an interplay, or costimulation, within
the innate and adaptive immune systems suggests that a twoway communication among various immune cells is a common
phenomenon.
To understand the interaction between these two parts of
the immune system, we briefly introduce several immune cell
types. T-cells and B-cells (or lymphocytes) play a central role
in the adaptive immune system. T-cells are able to recognize
antigen fragments produced by specialized antigen presenting
cells (APCs). Antigen is a substance that can be found on the
surface of a pathogen. APCs are cells able to display antigen
fragments on their surface; they are also able to preprocess
an antigen so that a detection by the adaptive immune system
is possible. The first encounter of a T-cell with an antigen
is called priming. Through priming, a naive T-cell becomes
activated. When a pathogen recognition by a T-cell occurs, a
signaling process, that mobilizes other players of the BIS, is
performed.
Unlike T-cells, B-cells are able to recognize pathogens
without the extra help of an APC. If a recognition happens, the
B-cell gives rise to many plasma cells producing antibodies.
Antibodies are able to mark a cell or microorganism as
pathogen. This significantly streamlines the elimination.

The role of Dendritic cells (DCs) [4] is to induce immunological tolerance, and activate and regulate the adaptive
system. DCs exist in several stages. In the precursor stage,
they are able to secrete inflammatory or antiviral cytokines.
Secretion of cytokines is a strong signal that a harm causing
process is underway in the organisms. Immature DCs can capture and analyze a pathogen. Upon contact with the pathogen,
they can differentiate into either an APC or a mature DC. They
have a unique ability to recognize tissue injury, process signals
from other immune cells (including DCs in the precursor or
immature stage) and alert the adaptive immune system. DCs
thus provide a link between innate and adaptive immunity. The
following patterns and signals are known to play a major role
in their activation:
• PAMP: Pathogen-associated molecular patterns describe
molecules which are common in specific groups of
pathogens (e.g bacteria).
• Danger signal is emitted as the result of an unexpected
cell death. The molecules representing a danger signal
accumulate in the tissue, causing a reaction of dendritic
cells as they are sensitive to the signal concentration.
• Safe signal is emitted as the result of an expected
cell death. A safe signal therefore suppresses immune
reactions.
• Inflammatory signal is released when a tissue injury
occurs. Generally the process of inflammation is not
enough to fully activate a dendritic cell alone, but it
supports its reaction towards the other three signals.
The ability of the DCs to recognize harm has been induced
over the evolutionary time and is a part of e.g. the human
genetic information.
III. C OSTIMULATION AND P RIMING : A C LOSE - UP
P ERSPECTIVE V IEW
A. Costimulation
In the recent years, costimulation has received an increased
attention from immunologists. There is a large body of scientific evidence about the fact that several signals, besides
the ones sent by the antigen receptor, are required for a
full activation of a lymphocyte. Without these additional
signals, lymphocytes are unable to proliferate, become nonresponsive and can even die [1]. According to Frauwirth and
Thompson [5], it has become clear that the interaction between
receptor/ligand pairs on a T-cell and an APC represents a
critical event in the activation process. A similar process is
applied in case of B-cell activation. It is this event that is
generally referred to as costimulation in immunology.
Costimulation can be thus defined as the involvement of
”reciprocal and sequential signals between cells” in order to
fully activate a lymphocyte [5].
Within this process, an interaction between T-cells and
APCs begins when the T-cell antigen receptor is stimulated
by a specific major histocompatibility complex (MHC) on
the surface of the APC. Essential concentrations of specific
costimulatory molecules (B7) on the APC activate a specific
group of T-cell surface molecules (CD28).1 This then adjusts
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Costimulation of a T-cell

the level of CD40L. CD40L then binds to another specific
antigen on the APC, further increasing the B7 level and
boosting the CD28/CD40 positive feedback loop.
The CD28 costimulation also activates the T-cell expression
of inducible costimulatory proteins (ICOS), allowing a second
level of costimulation by APC-expressed ligand of ICOS
(ICOSL). Other costimulatory and inhibitory molecules, which
are regulated by the initial costimulatory signals, can further
shape the specific outcome of the interaction process. This
costimulation process is shown in Fig. 1.
B. Priming
Priming in the BIS describes the effects of the first encounter of an antigen by a naive T- or B-cell. More specifically,
immunologists define priming as the activation and clonal
expansion of naive T- or B-cells into effector cells after the
first encounter with a specific antigen. Such activated cells are
then able to induce a full immune response.
Priming can be however also understood in a more general
way. For example in the context of plant immunity, immunologist talk about priming plants with resistance against certain
diseases [6].
C. Costimulation and Priming: A Computational Interpretation
Before discussing the different approaches which take advantage of costimulation and priming, we define costimulation
and priming in more general way, so that a computational
interpretation with focus on system security is straightforward.
Definition Costimulation is an auxiliary signal confirming
that a misbehavior causes harm to the system.
Definition Priming is a process for specifying the alertness
levels of a system with respect to a misbehavior class.
Notice that costimulation is, with respect to the above
definition, an auxiliary mechanism to be used in conjunction
with another detection mechanism.
Further Definitions
Before we proceed any further, we define and explain
several relevant terms used frequently hereafter.
Each node (wireless device) in an ad hoc wireless network has the ability to observe a variety of protocol states
and events. Based on these states and events, performance
measures or features can be computed. Watchdogs are a

specific type of features that require promiscuous mode. In
promiscuous mode, a node listens to the on-going traffic among
other nodes in the neighborhood and collects information from
the overheard packets.
Misbehavior can be the result of both an intrusion, and a
software or hardware failure. In the former case, a wireless
device can become fully controlled by an attacker. In the
latter case, misbehavior is rather a consequence of software
or hardware design flaws.
Classification is understood as class prediction for a vector
of features. In misbehavior detection, we deal with the normal
class, representing the usual network behavior, and several
misbehavior classes. Classification error is a measure that
captures the misclassification rate of a given classification
approach applied in the classification of a set of feature
vectors.
IV. C OSTIMULATION A PPROACHES
A. Early Costimulation Approaches
The early work in adapting the BIS to networking has been
done by Stephanie Forrest and her group at the University of
New Mexico. In one of the first BIS inspired works, Hofmeyr
and Forrest [7] described an AIS able to detect anomalies in a
wired TCP/IP network. Costimulation was in their setup done
by a human operator who was given 24 hours to confirm a
detected attack.
Sarafijanović and Le Boudec [8] introduced an AIS for
misbehavior detection in mobile ad hoc wireless networks.
They used four different features based on the network layer
of the OSI protocol stack. A costimulation in the form of a
danger signal emitted by a connection source was used to
inform nodes on the forwarding path about perceived data
packet loss. Such a signal could then be correlated with local
detection results.
The costimulation approach of Hofmeyr and Forrest is a
direct implementation of an auxiliary signal produced by a
human operator. The approach of Sarafijanović and Le Boudec
is tightly coupled with TCP (Transmission control protocol). It
is thus also not general enough to be applied to an arbitrary ad
hoc wireless network. Many types of ad hoc wireless networks
(such as sensor networks) are expected to work with a reduced
service set at the transport layer of the OSI protocol stack. This
precludes the use of many key TCP services.
B. Dendritic Cell Algorithm
The Dendritic Cell Algorithm (DCA) was introduced by
Greensmith et al. [9]. The DCA is an agent-based classification
algorithm that uses a fixed population and a signal matrix
with a weighted sum equation. The signal matrix is based on
pre-categorized signal types inspired by the signal processing
capabilities of dendritic cells. These signals are: PAMP signal, danger signal, safe signal and inflammatory (amplifying)
signal.
Based on these signals and their weights in the equation,
three output signal values of a dendritic cell are computed.
Depending on this output signal values, a maturity stage is
assigned to the dendritic cell. Each dendritic cell can be either
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A costimulation model for ad hoc networks.

in costimulatory, semi-mature or mature phase. A semi-mature
DC provides a tolerance stimulation (observed data is not
harmful), while a mature DC provides a reactive stimulation
(observed data is harmful).
Any data (feature vector) subject to classification is presented to a subset of dendritic cells from the population pool.
If a significant number of dendritic cells is driven into the
mature stage, the data is classified as representing an anomaly
(misbehavior).
An anomaly detection approach based on the DCA was
proposed by Kim et al. in [10]. Several types of signals, each
having a different function are employed in order to detect
routing manipulation in sensor wireless networks.
Since the DCA is a general purpose classification algorithm,
it can be used as the underlying classifier in misbehavior
detection. Stibor at el. [11] pointed out recently that the DCA
is a linear classifier with a limited classification power.
C. Energy Efficient Costimulation Approach
Recently, Drozda et al. proposed a costimulation inspired
approach to misbehavior detection in ad hoc wireless networks [12]. The goal was to offer a tradeoff between detection
performance and energy consumption. Two qualitatively different feature sets F2 and f0 were identified. The features in
these sets are averaged over a time window of size win. size.
The properties of F2 and f0 , with respect to the classification
error  and energy efficiency ξ, can be summarized as follows:
1) For win. size → 0, it holds:
lim

win. size→0

(F2 ) ≈ (f0 )

(1)

This implies that the classification precision based on
these two sets equalizes, if a small time window size is
applied.
2) For win. size  0, it holds:
(F2 ) > (f0 )

(2)

ξ(F2 ) > ξ(f0 )

(3)

The measure of energy efficiency ξ includes feature
computation costs as well as all induced communication
costs.
The disadvantage of F2 based classification is its
lesser classification performance, if compared to f0 , for
win. size  0. On the other hand, it is significantly
more energy efficient.
For details on these two features sets, we refer the reader
to [12]. The features in F2 and f0 were identified using a
wrapper approach due to John and Kohavi [13].
The approach is based on a two-stage classification. First,
a preliminary classification is done with an energy efficient
feature set F2 . If an anomalous behavior is detected, a more
precise but more energy demanding classification is performed
with f0 . Costimulation is thus in this setup a conditional
use of f0 based classification with respect to the outcome
of F2 based classification. Both classification steps assume
a supervised learning algorithm – a decision tree classifier
was used in [12]. In other words, the F2 based classification
provides an auxiliary signal for the f0 based classification:
F2

costimulation

/ f0

(4)

This costimulation approach is illustrated in Fig. 2. The
nodes si , si+1 and si+2 are part of a data flow. The node
si+1 is the node being monitored for misbehavior. The feature
s
subsets included in F2 , f2si and f2 i+2 , are computed by the
s
nodes si and si+2 , respectively. The features f2 i+2 computed
by si+2 are sent at the end of each time window to si . Then
an F2 based classification is done. f0 is computed by si in
promiscuous mode.
Let α2 and β2 be the detection and false positives rate,
respectively, associated with (F2 ) with respect to a considered class.2 Similarly, let α0 and β0 be the detection and false
positives rate, respectively, associated with (f0 ).
Observation 1 For win. size  0, with respect to Eq. 1, it
holds that α2 < α0 and β2 > β0 .
Since however, the f0 based classification is used conditionally with regards to the outcome of the F2 based classification,
for the final detection rate α and final false positives rate
β observed after both classification stages, the following
observation can be formulated:
Observation 2 For win. size  0, it holds that α ≤ α2 . It
also holds, β = β0 .
This means, the final detection rate has an upper bound
determined by the F2 based classification. The final false
positives rate is only depending on the f0 based classification.
Let us now illustrate the above two observations through
an example. In [12], it was reported that for a misbehavior
class, the time window of 500 seconds and with respect to
2 Classification

error is a total measure of misclassification. Detection rate
and false positives rate are measures of misclassification with respect to a
given class. In case of misbehavior detection, the focus is on the misbehavior
class.

the used experimental setup, α2 = 78.93%, β2 = 26.97%,
α0 = 98.45% and β0 = 2.92%. The final detection and false
positives rates were α = 73.99%, β = 2.44%, respectively.
β0 is sligtly higher than β but this difeference was not found
to be statistically significant.
In a misbehavior free network, the rate at which the f0
based classification gets mistankenly applied is related to
β2 , the false positives rate of the F2 based classification. It
was demonstrated that for this particular setting about 97.8%
energy resources could be saved.
V. T OWARDS P RIMING AGAINST M ISBEHAVIOR
Drozda et al. proposed an algorithm for enforcing a network
operational strategy in an energy efficient way [14]. This
algorithm builds upon Eq. 1. Unlike in the costimulation
approach, where two independent classifiers based on f0 and
F2 must be computed, only the computation of an F2 based
classifier is necessary. This is achieved through the definition
of priming thresholds. These thresholds determine the basis for
the alertness of a given network with respect to a misbehavior
type. A priming threshold can be e.g. the maximum allowed
data packet loss at a node or the maximum allowed data packet
processing delay at a node. Ths implies, misbehavior is defined
as a violation of the priming thresholds P = {p1 , p2 , ..., pl },
where l is the number of priming thresholds.
Since it is possible to choose f0 features that can directly
measure whether a priming condition is met e.g. a maximum
allowed data packet loss for the node si+1 , it is possible to
use this information to label a feature vector in F2 from a
corresponding time window. This in turn allows for the computation of an F2 based classifier. Notice that for win. size → 0
with respect to Eq. 1, the classification error associated with
such an F2 based classifier is determined by the choice of P.
The classification error induced by the choice of P gets thus
propagated onto the F2 based classifier.
Since however, for practical reasons win. size  0, with
regards to Eq. 2, a costimulation must follow:
F2 o

costimulation
error propagation
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(5)

Costimulation by the F2 based classification results in the
computation of a fresh f0 based feature vector by si . This
vectors is then checked for compliance with the priming
requirements P.
Let α2 , β2 , α0 , β0 , α and β with respect to a class be
defined as in the previous section. The following observations
can be formulated:
Observation 3 After the error propagation phase, f0 −→ F2 ,
for win. size  0, it holds that α2 < α0 and β2 > β0 .
Observation 4 After the costimulation phase, F2 −→ f0 , for
win. size  0, it holds that α ≤ α2 and β = β0 .
What makes this priming approach distinct from the costimulation approach, discussed in the previous section, is the
origin of the f0 related classification error. In the costimulation
approach, the classification error is determined by the f0 based

classifier and its inputs (including features). In the priming
approach, the classification error is determined by the choice
of thresholds P for priming. For example, the maximum
allowed data packet loss can be set to 2.5%. If a node drops
more data packets, it will be classified as misbehaving. In
an ad hoc network, a 2.5% data packet loss can be however
caused by medium contention, corrupt data packets or stale
routes. In this case, a node would get incorrectly classified as
misbehaving, hence the classification error.
Error propagation and costimulation is executed within the
same node; see Fig. 3. The priming thresholds P are used for
the labeling of F2 feature vectors as well as when inspecting
the fresh f0 based feature sample. Notice that some nodes in
the example network, for the shown data flows, are unable to
compute F2 since they have no two-hop neighbor si+2 . On
s
the other hand, several nodes receive multiple f2 i+2 , e.g. s1
from s3 and s5 .
In [14], priming with respect to two priming thresholds was
done. The following results were reported for a similar experimental setup (other nodes were used) that was used for testing
of the costimulation approach: α0 = 99.81%, β0 = 6.71%,
α2 = 87.69% and β2 = 22.36%. The final detection and false
positives rates were α = 85.51%, β = 4.84%, respectively. As
in the case of costimulation, it can be seen that α < α2 and
β∼
= β0 . The rather high final false positives rate is caused by
applying identical priming thresholds to all nodes in a 1, 718node ad hoc network. The arguments for energy efficiency
of this priming approach are identical to those stated for the
costimulation approach.
With respect to the final classification outcome, the individual priming threshold values for each node can be optimized,
i.e. the classification error can be minimized. This can be
done by a repeated application of the error propagation and
costimulation phases, while adjusting the priming thresholds
for each node, until a termination condition is met; see Fig. 4.
This approach can be described as priming with influences
of e.g. noise being locally considered. More formally, new
optimized priming thresholds P ∗ = {p∗1 , p∗2 , ..., p∗l } for each
node si will be found, so that the final classification error for
each node si is minimized.
Priming with optimization is distantly similar to the backpropagation algorithm for artificial neural networks [15].
Unlike in the backpropagation algorithm where edge weights
must be recomputed in order to reflect the classification error,
here the adjustment is done by a repeated computation of
the classifier F2 at each node (wireless device). Synoptic
connections among nodes are provided by the transmitted
s
f2 i+2 feature sets.
VI. D ISCUSSION AND F UTURE C HALLENGES
Since the early experimentation with costimulation due to
Forrest et al., the mechanism has been gaining attention in
the AIS community. The algorithms presented in Sec. IV are
capable of adapting to different environments, especially if
combined with optimization and learning strategies.
Translation of the priming principle to the field of misbehavior detection is relatively new and has been done only
recently by Drozda et al. in [14]. Priming a protection system
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Fig. 3. A 10-node ad hoc network with priming. s1 is the only data flow
source node. s3 , s7 and s10 are sink nodes for three distinct data flows.

is vital to making its responses to various misbehavior classes
predictable.
In order to further advance these immuno-inspired approaches, several challenges must be addressed:
1) Protection = detection + response: Common to all
approaches discussed herein is that they do not offer
any immuno-inspired remedy for dealing with already
detected misbehaving nodes, i.e. any node “elimination”
relies on the usual protocol procedures such as removing
it from routing tables.
2) Identifying the costimulation source: The results reported by Sarafijanović and Le Boudec [8] suggest that
the transport layer can serve as a potent source of
costimulation for any lower layer detection mechanisms.
This is however not always possible, since e.g. sensor
networks are expected to operate with a reduced set of
transport layer services. Therefore a distinctly different
form of costimulation was necessary [12].
3) Detection rate vs false positives rate split: The costimulation and priming approaches reported in [12], [14]
allow that the final detection rate and false positives
rate are influenced by two distinct mechanisms. This
in turn allows for some freedom when the misbehavior
detection system needs to be tuned with respect to these
two measures in isolation. It is however an open question how to provide some strict detection performance
guarantees with respect to a given misbehavior class.
4) Detection performance vs energy efficiency trade-off:
The costimulation and priming approaches reported

priming
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in [12], [14] also allow for flexibility in choosing the
detection and energy efficiency levels. By adjusting the
time window size, it is possible to choose a trade-off
between these two objectives.
Further considering energy restrictions: The approaches
reported in [12], [14] significantly improve the energy
efficiency of misbehavior detection. They however partly
rely on features computed in promiscuous mode. Detection mechanisms based on promiscuous mode offer
a very good detection performance, but decrease the
overall energy efficiency. It is therefore mandatory to
search for more sophisticated features which offer a
reasonable detection performance and, at the same time,
are energy efficient.
Level of abstraction: Various forms of signals within
the BIS contribute to its efficiency and robustness. It
is necessary that a translation of these capabilities to a
computational paradigm will be completed. The efforts
within the DCA, in our opinion, do not capture the fine
non-sequential nature of immune mechanisms.
Priming: Priming allows that detecting a deviation from
an operational network strategy becomes straightforward. Some priming variables are easy to identify, e.g.
the maximum allowed data packet loss at a node or
the maximum allowed data packet processing delay at
a node. However, a general method for finding a larger
set of priming variables is missing.
Convergence of priming with optimization: Efficient
learning and optimization strategies are necessary to
minimize the transient phase of the system after deployment. It is so far not clear which optimization procedure
would, in this respect, fit best the priming approach.
Generalization of priming: Priming could also play a
major role in the response phase after a misbehavior is
detected, by acting as an enabling mechanism for an
active reaction, so that a specific operation strategy can
be actively enforced.
VII. C ONCLUSIONS

We reviewed costimulation and priming, two basic mechanisms of the BIS, with respect to their suitability for misbehavior detection in ad hoc wireless networks. The following
general conclusions with respect to these two mechanisms can
be drawn: (i) they increase significantly the reliability and
robustness of misbehavior detection systems, (ii) they increase
significantly the energy efficiency of misbehavior detection;
it could be demonstrated that ∼ 98% energy resources can
be saved by their application, (iii) they offer flexibility in
choosing a trade-off between the detection performance and

energy efficiency, (iv) they can be adapted to dynamic and
noisy environments.
With respect to the above said, we conclude by saying that
costimulation and priming are promising mechanisms which
help improve the protection of ad hoc networks.
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